HAMSITKA 1JI51 OBYYAIOIIHUXCSI
OB UH®OPMAIIMOHHOM BE3OIMMACHOCTHU JETEN

C KaKIbIM IoaoOM MOJIOACKHU B MHTCPHCTC CTAHOBUTCA 6OHBH_IC, a MKOJIbBHUKH OAHH U3 CaMbIX
aKTHBHBIX IoJb30BaTeneld Pynera. Mexay TeM, [OMHMO OrpOMHOTO  KOJHWYECTBA
BO3MOXKHOCTEH, MHTEPHET HEeCceT W MpoOyieMbl. DTa MaMsATKa JIOJHKHA IMOMOYb TeOe Oe30I1acHo
HAaXOJUTHCS B CETH.

KomnberoTepHbie BUPYCHI

KomnbroTepHblil BUpYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HPOTPaMM, OTIMUYUTEIbHOU
0COOEHHOCTBIO KOTOPOHl SBISICTCS CIIOCOOHOCTh K pasMHOXKEHHIO0. B pomoiHeHne K 3TOMY,
BUPYCbl MOTYT IOBpPEIUTh MJIM IIOJHOCTBIO YHUYTOXUTh Bce (ailibl M JaHHBIE,
MOJKOHTPOJIbHBIE TTOJIH30BATEN0, OT UIMEHU KOTOPOTo OblIa 3aIlylleHa 3apakeHHasi IporpaMma,
a TaKXe MOBPEeIUTh WM JIa)K€ YHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1es10M. B OonbIIMHCTBE CllydaeB paclpoCTPaHsIIOTCS BUPYChl UEPE3 UHTEPHET.

MeToabI 321U THI OT BPEIOHOCHBIX IPOrPaMM:

1. Ucnonb3yii coBpeMeHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HBIH YPOBEHD 3aAILUThI
OT BPEIOHOCHBIX IIPOTPaMM;

2. TlocrosiHHO YycTaHaBiuMBaik maytu (WUQpOBBIE 3alUIaTKH, KOTOpPHIE aABTOMATHUECKH
YCTAQHABJIMBAIOTCS C ILEJbI0 JOpabOTKM MporpaMMmbl) M JApyrue OOHOBJIEHUS CBOEH
orepanmoHHol cucrembl. CkauuBail X TOJNBKO ¢ ounuaipHoro caira pazpadorunka OC. Eciu
CYIIECTBYET PEXHUM aBTOMAaTHUYECKOTr0 OOHOBIJICHUS, BKIIIOUYH €T0;

3. Paborail Ha cBOEM KOMIIbIOTEpPE MO/J] paBaMU I0JIb30BaTENs, a HE aMUHUCTpAaTOpa. ITO HE
IO3BOJIMT OOJBIIMHCTBY BPEJOHOCHBIX IMPOrpaMM HMHCTAJUIMPOBATHCS Ha TBOEM NEPCOHATIBHOM
KOMIIBIOTEPE;

4. Vcnonp3ylh aHTUBMPYCHBIE NPOTPaMMHBIE HPOAYKTHl HM3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb (pU3NYECKH JOCTYH K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Vcnonb3yil BHENIHME HOCUTEIM WH(OpMalWU, Takue Kak ¢remka, AUMCK uWiau (ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkphIBail KOMIbIOTEpHBIE (haiiiibl, MOJyUYEHHbIE U3 HEHAJEKHBIX MCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MpUCIA TBOI 3HAKOMBIN. JIyyllle yTouHHM y HETo, OTHPABJISUI JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 3170 He Buj nepeauu JaHHBIX, HE TEXHOJIOI U, a BCEro JHIIbL OpeHn, Mapka. Eme B 1991
rofy HuJepiaHjickas KommnaHusi 3apeructpupoBana Openny "WECA", uto 0003Hauyano
cioBocouetanue "Wireless Fidelity", koTopslil mepeBoautcs kak "6ecrpoBoiHas TOYHOCTD'.

Jlo Hamero BpeMeHH Jomnuia apyras abOpeBuarypa, KOTopasl SBISETCS TAaKOW e TEXHOJIOTHEH.
Orto abbpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO aHO C HAMEKOM Ha CTaHJApT BBICIICH
3ByKkoBoi#l TexHuku Hi-Fi, uto B mepeBoie 03HauaeT "BbICOKasi TOYHOCTH".

Ja, OecrniaTHBII HMHTEpPHET-IOCTYN B Kade, OTeNsIX M adponopTax SBISETCS OTIUYHOM
BO3MOXXHOCTBIO BBIXOJ/Ia B MHTEpHET. HO MHOTHE AKCIEpTHI CYMTAIOT, YTO 00mIenocTymHbie Wi-
Fi cetu He aBnsitoTCs 6€30MaCHBIMU.

Cogetbl 110 6e30nacHOCTH PadoThI B 001Ie0CTYNHBIX ceTsax Wi-fi:

1. He nepenaraii cBoro nuunyto uHdopmanuio depes odmenocrynasie Wi-Fi ceru. Pabotast B
HUX, J)KEJIaTeJIbHO He BBOJIUTH MAPOJIH JOCTYIIA, JIOTHHBI U KaKue-TO HOMEpa;

2. Hcnone3yii M OOHOBISH aHTHUBHpPYCHBIE TNporpamMmbl M OpaHamayep. Tem cambIM Thl
obe3omacuiib ce0s OT 3aKaUKu BUPYyca Ha TBOE YCTPONCTBO;

3. IIpu ucnons3oBanun Wi-Fi otkmoun ¢ynkuuio "OOmmii noctymn k daitnam u npuHTepam'.
JanHas QyHKIHS 3aKphITa 110 YMOJYaHUIO, OJTHAKO HEKOTOPHIE IMOJB30BATEIH aKTHBHPYIOT €€



JUTSL yI00CTBA UCIIOJIB30BaHMsI B paboTe win yuebe;

4. He ucnons3yii nyosmunbiii WI-FI ayis mepenayum TUYHBIX JaHHBIX, HAllpUMEp M7 BBIXOJA B
COIMAJIbHBIE CETU MJIM B DJIEKTPOHHYIO MOUTY;

5. Wcnonp3yii Tosbko 3amuineHHoe coenuuenue yepe3 HTTPS, a ne HTTP, T.e. npu Habope
BeO-anpeca BBoau UMeHHO "https://";

6. B mo6unsHOM Tenedone otkaoun Gynkmuio "Ilogkmouenue k Wi-Fi aBromatuyecku". He
JIOITyCKai aBTOMaTHYECKOTO MOIKIIIOUEHUS yCTpoiicTBa K ceTsim Wi-Fi 0e3 TBoero cornacus.

CornnanpHbIe CETH

ConuanbHble CETH aKTMBHO BXOZST B Hallly *XU3Hb, MHOTHME JIIOAU padOTalOT M KUBYT TaM
HOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUIUIHAp], YEJIOBEK, YTO SIBISETCS OIHOM
CeIbMOI BCEX JKUTENIEH IJIaHeThl. MHOTHE MOJb30BATEIM HE MOHMMAIOT, 4TO WH(pOpMAaIHs,
pasMelleHHas UMH B COLIMATIbHBIX CETAX, MOXET ObITh HalJieHa U UCIOJIb30BaHA KEM YrOAHO, B
TOM YHCJI€ HE 00513aTeNBbHO ¢ OJ1aruMu HaMEePEHHUSIMU.

OcHOBHBIE COBETHI 110 0€30MACHOCTH B COHAIBHBIX CeTAX:

1. Orpanuub crucoK apy3ed. Y TeOs B APYy3bsSX HE TOJDKHO OBITh CIIyYailHBIX M HE3HAKOMBIX
JIFOJIEH;

2. 3ammmail CBOIO YacTHYIO >KM3Hb. He ykaswiBail mapoisu, TenedoHBI, ajapeca, AaTy TBOETO
POXJIEHUS U JPYTYyK JUYHYI0O HMHGOpMalMoo. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh Jaxe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEIN IUIAHUPYETE MPOBECTH KAaHUKYJIBL;

3. 3amuinail cBOIO pENyTaLuIo - JIep>KU €€ B YUCTOTe M 3ajaBail ceGe Bompoc: XoTea Obl Thl,
YyTOOBI JApYyrue IMOJb30BATENU BHUJEIH, YTO Thl 3arpyxaemib? llogymaid, mpexae 4yeM 4To-TO
OIy0JIMKOBATh, HAIIUCATD U 3arPy3UTh;

4. Ecnu TBI TOBOpULIb C JIFOJBMHU, KOTOPBIX HE 3HAElllb, HE UCIOJb3YyH CBOE peallbHOE UMS U
JPYTyIo JUUHYIO0 HH(OPMALUU: UMsI, MECTO JKUTENBCTBA, MECTO Y4eObl U ITPoYee;

5. U30eraii pasmemenus gororpaduii B MHTEpHETE, e ThI W300paK€H HAa MECTHOCTH, IO
KOTOPOU MO>KHO OIPENEIUTH TBOE MECTOIIOJIOKEHNUE;

6. Ilpu perucrpauuu B COLHMAIBbHOM CETH HEOOXOJUMO HCHOIb30BaTh CIIOXKHBIE MapoJid,
cocTosure u3 OykB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. 1ns conpanbHOM ceTH, MOYThl M JPYTUX CaiTOB HEOOXOAMMO HCIIOJIb30BAaTh pa3HbIE MapOIH.
Torna ecnu Te0s B31IOMAIOT, TO 3JI0YMBILIUIEHHUKH MOJy4aT AOCTYI TOJIBKO K OJJHOMY MECTy, a
HE BO BCE Cpasy.

DJIEKTPOHHBIE IEHBI'H

OJNEeKTpOHHbIE JEHBIM - 3TO OYEeHb YJOOHBIH CMOCOO IUIaTeXel, OJHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTST MOTYYUTh ITH JICHBTH.

DJEeKTpOHHbIE JIeHbIM TMOSBMUJINCH COBCEM HEIABHO M HMMEHHO M3-3a 3TOT0 BO MHOTHUX
rocyJapcTBax J0 CHX TOp He MPOIMMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHUPYIOT M O HUX YK€ IPOMHMCAaHO B 3aKOHE, Il UX Pa3JesfioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIC ¥ HE aHOHMMHBIC. Pa3HuIIa B TOM, YTO aHOHHMHBIE - 3TO TE, B
KOTOPBIX paspelaercss MpOBOAUTH oOnepauud 0e3 WASHTH(QHUKAIMK I0Jb30BaTeNsi, a B
HEaHOHWMHBIX MICHTH()HUKALINS TIOTH30BATEIS SBISIETCS 00s3aTEIEHOM.

Taxoke cienyer pa3inyarh NEKTPOHHBIE (PUATHBIE IEHBIU (PaBHBI TOCY/IaPCTBEHHBIM BaJIIOTaM)
U JICKTPOHHBIC He(UATHBIEC ACHBIH (HE PaBHBI TOCY/IAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI IO 6€30MacCHOI paboTe ¢ ANEKTPOHHBIMH JICHbIaMHU:

1. IlpuBspku K cyeTy MOOWIbHBIM TeraepoH. DTo camblii yHoOHBIM W OBICTPBIM crocod
BOCCTAHOBUTh JOCTYN K cuery. [lpuBsizanHbIii TenedhoH mNOMOXET, eciu 3alynemb CBOM
TJIATEKHBINA MAPOJIb UM 3aiIeIIb HAa CAT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonp3yit onHopa3oBsle mapoiu. [locie nepexona Ha yCHIIEHHYIO aBTOPU3ALUIO Tebe yxke
He OyJeT yrpoXkaTh OMAaCHOCTh KPaXXH WIIH TIepeXBaTa IIATeKHOTO TapoJis;

3. Bribepu cnoxsbiii mapons. [IpectynHukam OyneT He MPOCTO YraaaTh CIOXKHBIM Hapob.



HanexxHble maponu - 3TO mapoiu, KOTOphIe cofepaT He MEHee 8§ 3HAKOB M BKIIIOYAIOT B ceOs
CTPOYHBIE U TPONUCHBbIE OYKBbI, HU(PBHI U HECKOIbKO CHMBOJIOB, TaKM€ KaK 3HaK J0JuIapa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JaHHBIE HAa CaliTaX, KOTOPHIM HE J10BEPSCILIb.

DJIeKTpOHHAs 1MOYTa

OJIEKTpOHHAsA INOYTa - 3TO TEXHOJIOTUS U MPEJOCTABISIEMBIE €0 YCIYI'M MO IEpPECHUIKE U
MOJYYECHUIO DJIEKTPOHHBIX COOOLICHH, KOTOpPBIE PACHPEACISIOTCS B KOMIBIOTEPHOW CETH.
OO6b1yHO 3JIEKTPOHHBIN MOYTOBBIA  SIIUMK  BBIVIJIUAT CJIeIYIOLIUM oOpa3zom:
UMS_TIONIB30BaTEeSI(@UMSL_JOoMeHa. Taikke KpoMme TMepeJadyd MpOCTOro TEKCTa, HMEeTCs
BO3MOXKHOCTbH MepeaaBaTh (pailsbl.

OcHoBHBIE COBETHI 10 0€30MacHOI padoTe ¢ JIEKTPOHHOI MOYTO:

1. Hago BwIOpaTh TNpaBWIbHBIA IOYTOBBIM CEpBHC. B HHTEpHETE €CTh OTPOMHBIM BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUlle OBEPATH TEM, KOTO 3HACIlb U KTO IEPBBIH B
pEUTHHTE;

2. He yxa3pBall B JMYHOM mnoute JuyHyro uHpopmauuto. Hampumep, sydie BbeIOparh
"My3bIKanbHbIN _(panat@" unum "pox2013" Bmecto "temal3";

3. Vcnonb3yil ABYXATalHYI0 aBTOPU3ALMIO. DTO KOI/Ia IOMHUMO IapoJisi HYXHO BBOAMTH KOJ,
npuchUiaeMbiil o SMS;

4. BeiOepu cl0KHBIN Tapodib. i KaXKJI0T0 MOYTOBOTO SIIIMKA JOJIKEH OBITh CBOW HAJEKHBIM,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTth BO3MOXHOCTh HalMCcaTh CAaMOMY CBOM JIMYHBIM BOIIPOC, HCIOJNB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yil HECKOJIBKO MOUYTOBBIX SIIMKOB. [1epBhIil 1151 4acTHOW MEPENUCKHU C aJipecaraMu,
KOTOPBIM ThI JOBEPSACIIL. DTO IEKTPOHHBIN alpec HE HAJ0 MCIIONIb30BaTh IIPU PErUCTpalui Ha
dopymax u caiitax;

7. He oTkpeiBail ¢ailnel U Apyrue BIOXKEHUS B MHUCbMax, AK€ €CJIM OHU MPUILIM OT TBOMX
npy3eit. Jlydiie yTouHu y HUX, OTIPABIISUIA JTU OHH TeOe ATH (aiibl;

8. Ilocne okoH4YaHHs1 pabOTHI Ha MOYTOBOM CEpBHCE MEpel 3aKpbITHEM BKJIAJIKU C CAalTOM He
3a0yap HaXxaTh Ha "Beriitu".

KuGepOymiuHr uinm BUPTyaIbHOE U3/1€BATENHCTBO

KuGepOymnuHr - mnpecrnenoBaHHe COOOIMICHUSMH, COJEPKALIMMH OCKOPOJIEHMs, arpecculo,
3alyruBaHKe; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C MOMOIIBIO PA3JIUYHBIX WHTEPHET-
CEpPBHCOB.

OcHoBHBIE cOBeThI 10 0opble ¢ KNOepOyNIMHIOM:

1. He ©pocaiicst B 60oit. JIyummii cioco0: MocoBETOBAaThCSA Kak ceOsl BECTH U, €CIH HET TOTO, K
KOMY MOXHO OOpaTuThCs, TO BHayajle YCIOKOMTbcA. Ecim Thl HauHemb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHSI, TO TOJIBKO el 0O0JIbIIe pa30XoKellb KOH(INKT;

2. Yrpagnsii cBoel KubeppenyTraiuei;

3. AHOHUMHOCTH B ceTd MHMMas. CylIecTBYIOT CIOCOOBI BBISICHUTh, KTO CTOMT 3a aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XyJIMTaHCKHUI oOpa3 BHpTyaibHOW >ku3HHU. IHTEpHET duKcupyeT Bce TBOU
JIeMCTBUS M COXpaHAET UX. Y JauTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Co0Oroiaii CBOIO BUPTYIBHYIO Y€CTh CMOJIONY;

6. Urnopupyil enuHuuHbli HeraTuB. OIHOpa30Bble OCKOPOMTENbHBIE COOOLICHHS JydIle
urHopupoBaTh. OObIUHO arpeccusi IpeKpanaeTcs Ha HauaabHOU CTaauu;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMH COOOILEHHUSMH, B COLUAIBHBIX CETAX
€CTh BO3MOKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILEHUH C ONpEIETICHHBIX aIpECOB;

8. Ecnu ThI cBuaeTens kubOepOymauHra. TBou NeMcTBUSA: BBICTYIHUTH MPOTUB INpecieoBaTels,



[0Ka3aTb €My, YTO €ro JCWCTBUS OLIEHUMBAKOTCS HETaTUBHO, IMOAAEPKATh JKEPTBY, KOTOPOU
HY>KHa TICUXOJIOTUYECKasi MOMOIIb, COOOMIUTh B3pOCIBIM O (haKTe€ arpecCUBHOIO MOBEACHUS B
CeTH.

MoOuibHbIN TenehoH

CoBpeMeHnHble cMapT(HOHBI U TUIAHIIETH COAEPKaT B ceOe BIIOJIIHE B3POCIHbIA (DYHKIHMOHAM, U
Terepb OHM MOTYT KOHKYpHUPOBaTb CO CTAallMOHAPHBIMHM KoMmImbioTepamu. OJHAKO, CpEenCcTB
3alUTHI JIs1 TOJOOHBIX YCTPOMCTB MOKa OYeHb Masio. TecTupoBaHWE M MOHUCK YA3BUMOCTEH B
HUX IPOMCXOJUT HEe Tak MHTeHCUBHO, kak ais [IK, To xe camoe kacaercst U MOOMJIBHBIX
IIPUIIOKEHUN.

CoBpeMeHHbIE MOOMIIBHBIE Opay3epbl yxKe NPAaKTUYECKH TOTHAJINM HACTOJIbHbIE aHAJIOIH, OJHAKO
pacmupenue GpyHKIIMOHAIA BICUET 3a CO00M OOJBIIYIO CI0XKHOCTh U MEHBIITYIO 3alUIIICHHOCTb.
Jlaneko He Bce NPOU3BOJUTENN BBINYCKAIOT OOHOBJEHHUS, 3aKPBIBAIOLINE KPUTHYECKHE
YSI3BUMOCTH JUISI CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /1JI51 0€30NMACHOCTH MOOMJIBHOTO TeJie()oHa:

Huuero He sBisgercs mno-HacrosiieMy OecIulaTHbIM. bBynp ocropokeH, Beap Korna Tebde
npeyiaratoT 6ecIUIaTHbIH KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKME-TO IUIaTHBIE YCIIYTH;
Hywmaii, npexxae uem otnpaButb SMS, ¢oto mnmm Bugeo. Tl TOYHO 3HAeUIb, TA€ OHU OyAyT B
KOHEYHOM HuTOre?

Heo6xoanMo 0OHOBIIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHA;

Hcnonb3yit aHTUBUPYCHBIE TPOrPaMMBbI /1151 MOOUJIBHBIX TeNEe(OHOB;

He 3arpyxaii npuiio)keHHs OT HEU3BECTHOTO MHCTOYHHKA, BEAb OHU MOIYT COJEpPKaTh
BPEIOHOCHOE ITPOrpaMMHOE 00€eCIIeUeHHE;

[Tocne Toro xKak ThHI BBIACHIb C caiiTa, TJI€ BBOJAWI JIMYHYIO HH()OPMAIIHMIO, 3aliI B HACTPOHKHU
Opaysepa u ynanu cookies;

[lepuomuyecky mpoBepsiii, KaKue IUIaTHbIC YCIYTH aKTUBHPOBAHBI HA TBOEM HOMEpE;

JlaBaii cBoif HOMep MOOWIBHOTO TenedoHa TOJNBKO JIOASM, KOTOPBIX Thl 3HAEHIb M KOMY
JIOBEpsiCIIb;

Bluetooth nomkeH ObITh BBIKJIIOYEH, KOrjla Thl MM He Mousib3yembcss. He 3a0biBail mHOrnma
IIPOBEPSTH 3TO.

Online urpsl

CoBpeMeHHBIE OHJIAH-UTPHI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE pa3BIeueHUs, 00BEINHSIONINE
COTHH THICAY YEJIOBEK MO0 BceMy MHpY. Irpoku uccienyroT JaHHBIH UM MUp, OOLIAtOTCS APYT C
JPYTOM, BBHITIOJHSAIOT 3a[[aHHsI, CPAXKAIOTCS ¢ MOHCTPAMHU U TOJYYarOT OMBIT. 32 YJIOBOJBCTBHE
OHH IUIATAT: MOKYMAIOT JIUCK, OIUIAYMBAIOT ADOHEMEHT MJIH IPHOOPETaI0T KaKUe-TO OIIIUU.

Bce atu cpencrtBa uayt Ha mojajep;KaHUE U Pa3BUTHE UIPHI, a TaKKe Ha caMy 0€30MacHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMbl aBTOPHU3ALMH, BBITYCKAIOTCS HOBBbIE MaT4u (LU(PPOBBIE 3aILUIaTKH
JUTSL IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HbIX Urpax CTOUT OMacaThCsl HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO KPaXKH TBOETO
naposisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOpU3alMK OOJBIIMHCTBA UTP.

OcHOBHbBIE COBETHI 10 0€30MACHOCTH TBOET0 MTPOBOI0 AKKAYHTA:

1. Ecniu npyroit urpok BeAeT celsi II0X0 WM CO3JaeT Te0e HeMpUATHOCTH, 3a0JI0KUPYH €ro B
CIHCKE UTPOKOB;

2. Iloxamyiics aIMHHHCTPAaTOpaM HIPbl Ha IUIOXO€ MOBEAEHUE 3TOTO HIPOKA, KEIATEIBHO
NPUIIOKHUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPHUHOB;

3. He yka3biBaii 11uHyt0 HHGOpMaIUIO B Ipodaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(umaabHpIe TATYH U MOJIBI,

6. Vcrionb3yii ci0KHbIE U Pa3HbIE TAPOJIH;



7. Jlasxxe BO BpeMsl UI'Pbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. I10Kka ThI urpaems, TBO KOMIIBIOTED
MOTYT 3apa3HTh.

DUIIUHT 1IN KpaXa JUYHbIX JaHHBIX

OObIyHON Kpaxkeil JeHer W JOKYMEHTOB CEroJHsl y>K€ HHUKOTO HE YAMBHILb, HO C Pa3BUTUEM
MHTEPHET-TEXHOJIOTUN  3JIOYMBIIIJICHHUKN [EPEMECTUINCh B HMHTEPHET, U IPOJOJIKAIOT
3aHUMATHECA ""MIOOUMBIM" HEJIOM.

Tak nosiBUIach HOBast YTpo3a: HHTEPHET-MOIIEHHHYECTBA UM (PUILUHT, TIaBHAS LEJIb KOTOPOTO
COCTOMT B MOJIyY€HUU KOH(UICHIMAIBHBIX JaHHBIX MOJb30BaTeNel - JOrMHOB M mapoiyieil. Ha
aHrnuickoM s3bike phishing unraercs kak ¢umuHr (ot fishing - peiOHas noBmus, password -
1apoJib).

OcHoBHBIE coBeThI 10 0opble ¢ GUIIMHIOM:

1. Crnequ 3a cBOMM akkayHTOM. Eciii Tl mojo3peBaelib, YTO TBOsI aHKeTa Obljia B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMPOBATh €€ U COOOIIUTh aJAMUHUCTPATOPaM pecypca 00 3TOM KaK MOXHO
CKopee;

2. Ucnionb3yit Oe3omacHbie BeO-CaliThI, B TOM YHCJIe, HHTEPHET-Mara3uHoB U TIOUCKOBBIX CUCTEM;
3. Hcnonw3yil cioxHble W paszHble Mapoiau. TakuM oOpa3om, ecid TeOs B3JIOMAIOT, TO
3JIOYMBIIIICHHUKH MOTy4aT JOCTYI TOJBKO K OJJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B37IOMamM, TO HEOOXOIMMO MPEAYHNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
no6aBiieHbI y T€0S B IPY3bsIX, O TOM, YTO TeOS B3JIOMAJIM U, BO3SMOXHO, OT TBOETO UMEHU OyzeT
paccbuIaThCs CIlaM M CChUIKU Ha (PUITUHTOBBIE CAlTHI;

5. YcranoBu HazaexHbli napois (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKIII0YM coXpaHEHHE Mapods B Opaysepe;

7. He oTkpeiBail (aityiel U Apyrue BIOXKEHUS B MHChbMaxX, JaKe €CIU OHU MPHILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIH JIU OHU TeOe 3TH (haiiibl.

[Mudposas penyramms

[ludposass pemyranust - 3TO HEraTHMBHAas MM TO3UTUBHAas HMH(OpManus B ceTH O Tebe.
Komnpomerupytomas uHpopmaius, pa3MelieHHas B UHTEPHETE, MOKET CEpPbEe3HbIM 00pa3oM
OTpa3uThbcsi Ha TBOeW peanbHOW ku3HU. "Lludposas pemyramus" - 370 TBOH UMUK, KOTOPBIH
bopmupyetcs U3 nHGOpMau 0 TeOe B UHTEPHETE.

TBoe MecTO >KMTEeNbCTBA, yueObl, TBO€ (PMHAHCOBOE IOJIOKEHHE, OCOOEHHOCTH XapakTepa H
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoJIpOCTKH JIETKOMBICIEHHO OTHOCSTCA K MyOJIMKaluMM JIUYHOM HMHPOpMaLUU B
WuTepHere, HE MOHUMAasi BO3MOXKHBIX MOCNEACTBUI. Thl ae HE CMOXKEIlb JJOTaJaThCs O TOM,
4To (poTorpadus, pazmelieHHas 5 JeT Ha3al, cTaja IPUUYNHON 0TKa3a MPUHATH TeOs Ha paboTy.
KommenTapuu, pazMenienre TBoux Gororpaduii u apyrue AelcTBUS MOTYT HE UCUE3HYTh JIaxke
[0CJI€ TOrO, KaK Thl MX YAAJMHIIb. Thl HE 3HAEIIb, KTO COXPaHUI 3Ty MHPOPMALUIO, Monana Ju
OHa B TIOMCKOBBIE CHCTEMBbl M COXpaHWJIACh JM OHA, a TIJIABHOE: 4YTO MOAyMalT o Tebe
OKpY’KaloIlIMe JIOAHU, KOTOpble HAlIyT W yBUAAT 3T0. Hailtu nH(popmalmio MHOTO JIET CIyCTs
CMOJXET JII000H - Kak M3 J0OpBhIX MOOYXKIEHHM, TaK U C HaAMEPEHHEM IMPUYUHUTH Bpea. JTO
MOJKET OBITh KTO YTOJHO.

OcHoOBHBIE COBETHI 110 3a1UTe HM(PPOBOI penyTanum:

1. IMoxymait, mpexx/ie 4eM 4To-TO MyOJIMKOBATh U NepeaaBarh y ceOs B O10re Wi B COLMATbHON
CeTH;

2. B mactpoiikax mpo¢uis YCTaHOBH OTPaHWYEHHs Ha MPOCMOTP TBOEro Mpoduis u ero
COJIEPKUMOTO, C/IeJIall €ro TOJNBKO "IUIs Apy3en’;

3. He pa3memaili 1 He ykas3biBail MHQOPMALMIO, KOTOPas MOXET KOTro-JIMOO OCKOPOJISTH WU
00MXaThb.



ABTOpCKOE ITpaBo

CoBpeMeHHBIE NIKOJBHUKH - AKTUBHBIC IOJb30BaTenu IudpoBoro mpocrpancTBa. OnHAKO
JAJIEKO HE BCE 3HAIOT, YTO IMOJB30BaHWE MHOTMMHU BO3MOXXHOCTSAMHU LU(GPOBOro Mupa Tpedyer
COOITIO/ICHHS TIPaB HAa MHTEIICKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun  "WHTEUIEKTyallbHass COOCTBEHHOCTB" OTHOCHUTCS K  Pa3UYHBIM  TBOPCHHSIM
YeJI0OBEYEeCKOr0 yMa, HauWHasl C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TMPOIYKTHl M YyCIAyrd, W 3aKaHyuBas KHUramu, Qororpagusimu, KUHOUIBMAMHU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEIICKTYaJbHYI0 COOCTBEHHOCTh HA MPOM3BEICHUS HAYKH,
JUTEPaTyphl U HUCKYCCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B KaueCTBE TapaHTUH TOTrO, 4YTO
MHTEJJICKTYaJIbHBIM/TBOPUECKUN TPYA aBTOpa He OyAeT HampacHbIM, JacT €My CHpaBeIMBbIC
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ysIbTaTaX CBOErO TPy, MOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkto 6e3 paspelnieHus aBTopa HE MOXKET BOCIIPOU3BOIUTH €r0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOMYHO JIEMOHCTPUPOBATH, NPOAABATh, HWMIIOPTUPOBATH, IYCKATh B MPOKAT, MTYOIWIHO
UCIIOJTHSATH, IOKa3bIBATh/UCIIONHATE B Adupe Win pa3Meniath B UHTepHeTe.

Hcnonp3oBanne "MHPATCKOTO" MPOTPAMMHOTO OOCCIICYCHHUS MOXKET MPHBECTH K MHOTUM
pUCKaM: OT TMOTEpU JAHHBIX K TBOMM AaKKayHTaM J0 OJIOKHPOBKH TBOETO YCTPOMCTBA, TIe
YCTaHOBJICHA HEJleralibHas mporpamMma. He cTouT Takxke 3a0bIBaTh, 4TO CYIICCTBYIOT JICTaIbHBIC
u OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeTeBUYOK.p(¢ - TBOH IIIaBHBII COBETYMK B CETH. 371€Ch Thl MOKEIIIb Y3HATh O O€30ITIaCHOCTH B
CETH MOHSATHBIM M JOCTYITHBIM SI3bIKOM, a ITPH BO3HUKHOBEHUH KPUTHUECKOW CUTYaIlun
00paTHUTHCS 32 COBETOM. A TakKe IPUHSTH Y4aCcTHE B KOHKYpCaxX U CTaTh CaMbIM I (PPOBBIM
rpaxaaHuHoOM!



Mpaeuna 6e3aonacHocTn B iIHTepHeTe

Hukorga He pacckasbiBai o

cebe HEZHAKOMBIM NKOOAM B Bi
WNHTEPHETE: TAE Thl MUBELLbL W
UYMW bCH, He cooGuail cBor KOTO|

HoMep Tenedoxa. He roeopu
HUKOMY, rge paboTawT TBOW
poaguTENM ¥ HOMEPA WX
TeneoHoB.

HuKorga He oTeeYail Ha COOBLEHMA
- OT HE3HaAKOMUeB B MIHTepHETE K
HE OTNPaBNAA UM CMC,
ECcnu HE3HAKOMBIW YenoBek npeanaras
BCTPETWTBLCA WNK NKLLIET Tebe =
OCKOpPOMTENbHbIE COOGWEHHA — Cpa3

CKau 00 atom poguTensm!

Et
Ha ca

Ecnu B MHTEpHETE Thi peLunn
CKAYATE KAPTUHKY, np:

MIPY WNW MENoanio, a TeédaA NPoCAT
OTNPaBWTb CMC — HE genaW atoro!
Thi MOMELWL NOTEPATL
AEHBIW, KOTOPLIE MOT Dbl
NOTPATHTL Ha 4TO-TO APYroe.



