Meparoram 06 MHpOpMaUNOHHOM 6e30nacHOCTH

Koraa peub 3axoauT 06 MHbopMaLMOHHON 6€30MacHOCTMN, 06bIYHO Mbl HAUMHAEM
AyMaTb O KOMMblOTEpPaX, CETAX, MHTEPHETE M XakepaxX. Ho ans obpasoBaTenbHOM
cpenbl nNpobsiemMa CTOMT WMPE: B OrpaXKaeHMKM yyawerocs ot nHdopMaummn, Kotopas
MOXET HEeraTMBHO MOBNMATb Ha ero GopMMpOBaHME U PasBUTME, TO €CTb O
nponaraHae pasiM4yHoOM HanpaBNEeHHOCTHU.

MoHsaTHe nHdopMauymMoHHOM 6e3onacHOCTH

Moa nHdopMaunoHHOM 6e30NacHOCTbIO MOHMMAETCH 3aLMLLEHHOCTb
WHPOPMALIMOHHOW CUCTEMbI OT C/TYHYaMHOro AN NpeaHaMepeHHOoro BMeLwaTebCTBa,
HaHocswero ywep6b BnagenbuaM wam nonb3oBaTtensam nHdbopmaumu.

Ha npakTuke BaXHENLWNMU SBASIOTCA TPU acnekta MHPOPMaLMOHHOMN
6e3onacHoCTU:
e [OCTYNHOCTb (BO3MOXHOCTb 3@ pa3yMHOe BpeMs NonyunTb Tpebyemyto
MHMOPMALUMOHHYIO YCYry);
e LEIOCTHOCTb (@aKTyanbHOCTb M HEMPOTMBOPEUYNBOCTb MHDOPMaLMK, ee
3aWMWEHHOCTb OT pa3pyLlleHnss N HECAHKLMOHMPOBAHHOIO N3MEHEHUS);
e KOH(MMAEHUMANbHOCTb (3aWMTa OT HECAHKLUMOHUPOBAHHOIO NPOYTEHNS).

HapyweHuns 4OoCTYNHOCTU, LEeNOCTHOCTM U KOHMUAEHUMANBHOCTM MHMOpMaLnm
MOryT 6bITb Bbl3BaHbl Pa3/IMYHbIMW ONACHLIMWU BO3AENCTBUSAMU HA MH(MOPMALMOHHbIE
KOMMbIOTEPHbIE CUCTEMBbI.

OCHOBHbIe yrpo3bl MHPOpPMaUNOHHOM 6e3onacHOCTH

CoBpeMeHHasa nHdopMaLMOHHasa cMcTteMa npeacraBnsetT cobon CNOXHYK CUCTEMY,
COCTOALWY U3 60/bLWOro Yncaa KOMNOHEHTOB Pa3/INYHOMN CTeNeHN aBTOHOMHOCTH,
KOTOpble CBSA3aHbl Mexay cobon n obMeHMBaAKOTCS AaHHbIMWU. MpaKTUUYECKM Kaxabli
KOMMOHEHT MOXET NoABEPrHYTbCS BHELHEMY BO34ENCTBUIO UN BbINTU U3 CTPOS.
KoMMNoHeHTbl aBTOMaTU3MPOBAHHON MH(POPMALMOHHOM CUCTEMbI MOXHO pa3buTb Ha
cneaywouwue rpynnbl:

AnnapaTtHble CpeACcTBa. TO KOMMNbKOTEPbI M NX COCTaBHble YacTu (Npoueccopsl,
MOHWUTOPbI, TEPMUHaNbI, NnepudepumnHble YCTPOUCTBA — NPUHTEPbI, KOHTPOEPHI,
Kabenu, NMNHUK CBA3N U T.A4.);

lMporpammHoe obecrieyeHue. DTo0 NnpnobpeTeHHbie NPorpaMMbl, MICXOAHbIE,
06beKkTHble, 3arpy304Hblie MOAYN; OnepauMoHHble CUCTEMbl U CUCTEMHbIE
nporpamMmmbl (KOMAMNATOPbI, KOMMNOHOBLUWMKW U Ap.), YTUANUTbI, AMarHocTunyeckme
nporpamMmsbi u T.4.;

JlaHHble, XpaHUMble BPEMEHHO W MOCTOSIHHO, Ha ANCKaX, pA3LWKax, nevyaTHble,
apXuBbl, CUCTEMHbIE XYpHasbl U T.4.;

lMepcoHas. Nonb3oBaTenn, CUCTEMHbIE aAMUHUCTPATOPbI, NPOrpPaMMUCTbl U Ap.

OnacHble BO3AENCTBUS Ha KOMMbIOTEPHYIO MH(POPMALIMOHHYIO CUCTEMY MOXHO
noApasAennTb Ha CllydaiHble U npeAHaMepeHHble. AHanM3 onbiTa NPOEeKTUPOBaHUS,
N3roTOBJIEHUS U 3KCNyaTaumn MHPOPMaALUMOHHBIX CUCTEM MOKa3bIBaET, YTO
MHpOpMauns NoaBepraeTcs pas/iMYHbIM C/lyYalHbIM BO3AENCTBUAM Ha BCeX dTanax
LMK XKU3HU CUCTEMbI. MpUYNHAMKM CNyYalHbIX BO3AEACTBMIA NPKU SKCNyaTaumm

MOryT 6bITb:
e ABapUMHbIE CUTyaUUN N3-3a CTUXUNHBIX 6eACTBUA N OTKIIHOYEHUN
3NEKTPONUTaHns;

e OTKa3bl 1 cbon annapaTypbl;

e OLWMBKKM B NporpaMMHOM obecneyeHuu;

e oOwmnbkKM B paboTte nepcoHana;

e TOMEXUN B NIMHUAX CBSA3N U3-3a BO3AENCTBUIN BHELUHEN Ccpeabl.



MpeaHaMepeHHble BO3AENCTBUSA — 3TO LesieHanpaB/ieHHble AeNCTBMS HapyLwmnTens.
B KayecTBe HapyLwmnTens MOryT BbICTynaTb CAYXaLWWN, NOCETUTENb, KOHKYPEHT,
HaeMHUK. [lencTBMa HapywmTens MoryT 6biTb 06yCNnoBNEHbI pa3HbIMU MOTUBAMMU:

e HEAOBO/IbCTBOM C/lyXalllero CBOEN Kapbepomn;

e B3SATKOW;

e O6OMNBITCTBOM;

e KOHKYpeHTHOM 60pbboit;

e CTPEM/IEHMEM CaMOYTBEPAUTLCS NOH6ON LLEHON.

MO>HO COCTaBUTb MMNOTETUYECKYIO MOAEb MOTEHLNANbHOIO HapyLWNTens:
e KBaNMduKaumMa HapywmnTens Ha ypoBHe pa3spaboTyumka AAHHOM CUCTEMbI;
e HapywmuTenem MoxeT 6biTb KaKk MOCTOPOHHEE SINL0, TaK U 3aKOHHbIN
Nonb30BaTeslb CUCTEMbI;
e HapywwuTento ussectHa nHdopmaumsa o npmHunMnax paboTbl CUCTEMBI;
e HapywwuTenb Bblbnpaet Hanbonee cnaboe 3BeHO B 3aluuTe.

Hanbonee pacnpocTpaHeHHbIM U MHOro06pa3HbIM BUAOM KOMMbIOTEPHbIX
HapyLWeHUN ABNSETCS HECAaHKLUNMOHMPOBAHHbLIN AOCTYN. HEeCaHKUMOHMPOBAHHbIN
AOCTYyN ncnonb3yeTt byt ownbKy B cMcTeMe 3alUnTbl U BO3MOXEH MpWU
HepauuoHanbLHOM Bblbope CpeaCTB 3aWmnTbl, X HEKOPPEKTHOW YCTAaHOBKE U
HacTpolike.

MpoBeaeM knaccudumKkaunio KaHano0B HECAaHKLUMOHMPOBAHHOMO A0CTYMa, No KOTOPbIM
MOX>XHO OCYLLEeCTBUTb XULLEHNE, U3MEHEHWNE UN YHUYTOXEHNE MHpOopMaLnn:
Uepes uenoBeka:
e XWULEHWEe HocuTenem nHpopmaumn;
e YTeHue MHdOopMaUnMK C 3KpaHa WIn KrasuaTypbl;
e YTeHue MHdpopMaUnnM U3 pacnevaTKku.
Yepes nporpammy:
e repexsaT naponen;
e JewundpoBKa 3aWMdPpoBaHHON NHMOPMaUmK;
e KOMMpPOBaAHME MHPOPMALNN C HOCUTENS.
Yepesz annapartypy:
e MOAKJIKOYEHME CreumanbHO pa3paboTaHHbIX annapaTHbIX CPeacTs,
obecneunBaroWmMX AOCTYN K UHPOpMaUnm;
e nepexsaT NOB6OYHbIX 3/TIEKTPOMArHUTHBLIX U3/TYYEHU OT annapaTypbl,
JIMHWUW CBA3WN, CETEN 3NeKTponuTaHus u T.A4.

Ocobo cnepyeT OCTaHOBUTLCS Ha yrpo3ax, KOTOpbIM MOryT noABepraTbCs
KoMMbloTepHble ceTu. OCHOBHasA 0CO6eHHOCTb N0H6ON KOMMNbIOTEPHOW CETU COCTOUT
B TOM, YTO ee KOMMNOHEHTbI pacnpeaesieHbl B NpocTpaHcTee. CBA3b MexXAay y3namu
CeTu OCyLLeCTBASAETCA (PU3NYECKN C MOMOLLbIO CETEBLIX JIMHUA U MPOrpamMMHO C
NOMOLLbID MexaHu3Ma coobuweHun. MNpun 3ToM ynpasnsowme coobweHnsa n gaHHble,
nepecblnaemMble Mexay y3naMm CeTu, nepeaarTcs B BUae naketos obmeHa.
KoMnbloTepHble CeTU XapaKTepHbl TEM, YTO NPOTUB HUX NpeanpPUHMUMAIOT TaK
Ha3blBaeMble yaaneHHble aTakn. HapywmnTtenb MOXET HaXoAUTbCS 3a ThICAYN
KWNOMETPOB OT aTakyeMoro obbekTta, Npyv 3TOM HanaAeHU0 MOXET noaBepratbCs He
TOSIbKO KOHKPETHbIN KOMMbIKOTEP, HO N MH(OPpMaLnsa, nepeaaroLlascs no CeTeBbIM
KaHanam CBs3MU.

Ob6ecneyeHne nHpopmaumoHHom 6e3onacHoOCTn

dopMupoBaHue pexmnma nHpopMaunoHHon 6esonacHocTn — npobiema
KOMMAeKcHas. Mepbl Mo ee peLleHno MOXHO NoApa3AenTb Ha NATb YPOBHEMN:
1. 3akoHogaTesIbHbIY . DTO 3aKOHbl, HOPMAaTUBHbIE aKTbl, CTaHAAPTbl U T.M.

HopMaTtuBHO-npaBoBas 6a3a onpegensaowas NnopaaoK 3aWwmTbl MHDOPMaLKUNA:



2. MopasibHO-3Tn4eckmni. BceBO3MOXHblE HOPMbl NOBeAEeHUS, HecobntoaeHne
KOTOpbIX BeAeT K MajeHMI0 NpecTmxa KOHKPEeTHOro Yenoseka uan Lenomn
opraHusaummu.
3. AGMUHUCTPpaTuBHbIX. JencTBus obuwero xapakrepa, npeanpuHMMaeMble
PYKOBOACTBOM OpraHusaumm. Takumum AOKyYMeHTaMn MoryT 6bITb:
e MNpWKa3 pyKOBOAUTENS O Ha3HAYeHWM OTBETCTBEHHOro 3a obecnevyeHune
MHMOpMaUNOHHON 6e30MacHOCTH;
e JO/MKHOCTHble 0693aHHOCTN OTBETCTBEHHOro 3a obecneyeHne
MHdOopMauUnoHHOM 6e30nacHOCTH;
e repeyeHb 3almLaeMbiX MHPOPMALMOHHbBIX pecypcoB 1 6a3 AaHHbIX;
e MHCTPYKUMIO, ONpeaensiowyo Nopsaaok npeaocraBneHns nHhpopmauymm
CTOPOHHMM OpraHmM3auusaM no nx 3anpocam, a Takxe No npasam AoCTyna
K HEN COTPYAHMKOB OpraHu3aumu.
4. OQusnyeckuri. MexaHnyeckume, afIeKTpo- U 3/1IEKTPOHHO-MexXaHnyeckme
NpenaTCTBUS Ha BO3MOXHbIX NYTAX MPOHMKHOBEHUS MOTEHLUMANIbHbIX HapyLlnTenemn.
5. AnnapatHo-nporpaMMHbIv (3NEKTPOHHbIEe YCTPOWCTBA U CreunasnbHble
nporpamMmmbl 3awWwmTbl MHDOpMaLnK).

MpuHATbIE Mepbl N0 co3aaHnto 6e3onacHon MHMOPMALUMOHHOW CUCTEMbI B LLUKONE:

e O6ecneyeHa 3aWmTa KOMMNbIOTEPOB OT BHELIHMX HECAHKLUMOHMPOBAHHbIX
BO34eNCTBUN (KOMMbIOTEPHbIE BUPYChl, ormyeckne 60MbbI, atakm
XaKepoB U T. 4.)

e YCTaHOB/EH CTPOrnMM KOHTPOJIb 3@ 3N1IEKTPOHHOM noyTon, obecneyeH
NMOCTOSIHHbLIA KOHTPOJ/1b 3@ BXOAsLLEN N UCXOASAWEN KOPPEeCNOoHAEHLUMEN.

e YCTaHOB/IEHbl COOTBETCTBYIOLLME NAPOSIN HA NepcoHanbHble MK,

e WNcnonb3oBaHbl KOHTEHT-MUALTPLI, AN dUbLTpaUumM CauToB NO UX
COAEPXKNMOMY.

EnmMHaa coBOKYNMHOCTb BCEX 3TUX MeEP, HamnpaBJ/iIEHHbIX HA NPOTMBOAENCTBME
yrpo3am 6e30nacHOCTU C Lesfblo CBeAEHUS K MUHMMYMY BO3MOXHOCTU yulepba,
06pas3yloT cMcTemy 3anThbl.

CneumanucTbl, UMeLWME OTHOLWEHNE K CUCTEME 3aluTbl AOXKHbI NOSTHOCTLIO
npeacrtaBnaTb cebe NpuHUMNbl ee PYHKUMOHNPOBAHUSA N B C/llydae BO3HUKHOBEHUS
3aTPYAHUTENbHBLIX CUTYaUUI aleKBaTHO Ha HUX pearnpoBaTb. oA 3aWmnTon AO/HKHA
HaxoAUTbCA BCA cuctema ob6paboTkm nHdbopmaumu.

Jlvua, 3aHnmMawmecs obecneyeHmemM MHPoOpMaLMoHHOM 6e30NacHOCTU, AOXKHbI
HEeCTU INYHYIO OTBETCTBEHHOCTb.

HapexxHasa cucteMa 3awmTbl A0/KHA 6bITb MOTHOCTLIO NPOTECTMPOBAHA U
cornacoBaHa. 3awuTta ctaHoBuTcsa 6onee ahdeKTUBHOM N TMOKOK, ecnin oHa
AOMNyCKaeT M3MEeHeHMe CBOMX NnapaMeTpoB CO CTOPOHbI aAMUHUCTpATopa.

B 3akntoyeHne ceoero Aokaaaa xotenocb 66l AaTb HEKOTOPbIE pekoMeHaaunm rno
opraHmsauunmn paboTbl B MHPOPMaALMOHHOM NPOCTpaHCTBe, 4TO6bI yb6epeub cebsa u
CBOUX BNN3KUX OT MHTEPHET-NPECTYNHUKOB.

PekoMeHAauun no opraHusauummn pabotbl B MHOOPMALMOHHOM NPOCTPAHCTBE

1. Mepen HavyanoM paboTbl HEO6XOAMMO YeTKO CHOPMYINpPOBaTL Lielb U BOMPOC
noucka nHgopMaumm.

2. XenatenbHo BbipaboTaTb ONTMMAsIbHbIA anropuTM NOMCKa MHpopMaunm B CceTu
NHTEepHEeT, YTO 3HAYMUTENIbHO COKPATUT BPEMS U CUJbI, 3aTPavyeHHble Ha NMOUCK.

3. 3apaHee yCTaHOBUTb BPEMEHHbIN NUMUT (2-3 4aca) paboTbl B UHPOPMALMOHHOM
NpoCTpaHCcTBe (MPOCMOTP Tenenepenayvn, YteHme, VIHTEpHET).



4. Bo BpeMs paboTbl HE06X0AMMO AenaTb NepepbiB Ha 5-10 MUHYT ANS CHATUS
(b13nyeckoro HanpsHKEHUS N 3pUTENbHOM Harpy3Ku.

5. Heobxoammo 3HaTb 3-4 ynpaxKHeHUs ANs CHATUS 3pUTENIbHOro Hanpsi>XeHus v
dun3nyeckomn yctanocTu.

6. PaboTaTb B XOpOLWO NPOBETPEHHOM MOMELLEHUN, NPU ONMTUMANbHOM OCBELLEHUUN U
B yaAobHOM no3se.

7. He cTouT nerkoMbicneHHO obpallaTbCsi CO CNaM-NMMCbMaMmn N 3axX0ANTb Ha
Hebe3onacHble Be6-calTbl. AN MHTEPHET-NPECTYNMHUKOB Bbl CTAHOBUTECH JIEMKOW
aobbluen.

8. Mpw perucTpaummn B CoOUManbHbIX CETAX, HE YKa3biBalTe CBOW NepCoHasbHbIe
NaHHble, HanpuMep: aapec Uan AEHb POXAEHUS.

9. He ncnonb3ynte B N1O0rnMHe UM rnaposie nepcoHasbHble AaHHbIE.

10. Bce 3T0 No3BONdEeT MHTEPHET-NPEeCcTYNHNUKaM NoJsiy4ynTb AaHHble A0CTyna K
aKKayHTaM 3/1eKTPOHHOW Mo4yTbl, @ TakXXe nHdununposaTtb goMalwHue MK ans
BKJIIOYEHMS UX B 6OT-CETb UK ANs NoxuuweHns 6aHKOBCKUX AAHHbIX poauTenemn.

11. Co3pamnTe cobCcTBEHHbINM Npodunb Ha KoMMNbloTepe, YTobbl o6besonacuTb
MHMOPMALNIO, XPAHSILLYIOCA Ha HEM.

12. He 3abbiBanTe, 4TO (haKTbl, O KOTOPbIX Bbl Y3HaeTe B NHTepHeTe, HY>XXHO O4YeHb
XOpOoLWo NpoBepuTb, ecnn BblbyaeTe NCNosb3oBaTb UX B CBOeW AoMallHeN paboTe.
Llenecoobpa3Ho CpaBHUTb TPU UCTOUYHMKA MHDOPMaLMK, Npexae YeM peLlnTb,
KaKMM MCTOYHMKAM MOXHO A0BEpSATb.

13. O pocToBEpHOCTU MHPOPMaLMM, NOMELLEHHOW Ha canTe MOXHO CyaAuTb No
caMoOMy caunTy, y3HaB 06 aBTopax cauTa.

14. Pa3mewas nHdpopmauuo o cebe, cBomx 6IM3KUX U 3HAKOMbIX Ha CTpaHULAX
coumanbHbIX CeTeln, CNpocuTe nNpeaBapuTesibHO pa3peLlleHne y Tex, 0 KoM byaeT 3Ta
nHdopMaums.

15. He cnepyet pa3sMewaTb Ha cTpaHuuax Beb-cantos ceou doTorpadumn u
doTorpadpumn cBonx 6AM3KMUX U 3HAKOMbIX, 3@ KOTOpble BaM NOTOM MOXET 6bITb
CTbI4HO.

16. Cobnogante npaBuna 3Tuku nNpu obuweHmnn B NHTepHeTe: rpyboCcTb
NpoBOUMPYET APYrnX Ha TakKoe Xe NnoBedeHue.

17. Wcnonb3ysa B cBoen pabote matepuan, B3AaTbl U3 MHPOPMALMOHHOIO
NCTOYHMKA (KHUra, nepunoanyeckas nedatb, NHTepHeT), cneayeT ykasaTb 3TOT
NCTOYHMK MHGOPMaUNM N caenaTtb Ha HEero CCblKy, ecnu Matepunan 6bin Bamu
nepepaboTtaH.

PEKOMEHAYEM

«be3onacHocTb B MHTepHeTe» — KypC OoT Akagemmnn dHaekca

Kypc Ans WKONbHUKOB 6—9 KilaccoB, HO OH ByaeT noneseH n poauTensMm, a Takxe
yunTensam, naaHuUpyroLwmMM pacckasbliBaTb B LWKONEe 0 6e30NacHOM MCNOJIb30BaHUN
WHTepHeTa, HanpuMep, BO BpeMsa BcepoccMinckoro ypoka no 6e3onacHoCTu B
WHTEpPHETEe, NN NPOBOAUTb YPOKN (PUHAHCOBOW rpaMOTHOCTU. B Kypce Tpu
pasgena. Kaxabli pa3gen CoOCTOMT U3 KOHCNeKTa AJ/19 CAMOCTOSATENIbHOIO N3y4YeHUs,



https://stepik.org/%D0%91%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C-%D0%B2-%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82%D0%B5-191/

BMAEO-YpOKa M TecTa, NoMorarwLlero nyylle yCBOUTb U3YYEHHbIN MaTepuan. Mol
HaZAeeMCsl, YTO KYpC NOMOXKET KOHbIM MOSIb30BaTENSAM MHTEPHETA HEe NOoMacTbCs Ha
yAOUYKY MOLUEHHWKOB.
o http://www.ligainternet.ru/encyclopedia-of-security/parents-and-
teachers/parents-and-teachers-detail.php?ID=3652
JNlnura 6e3onacHoro MiHTepHeTa: ypoku 6e3onacHoro NHTepHeTa. 3aech Bbl
HanaéTte pasHoobpas3Hble MaTepuanbl K ypokam 6e3onacHoro NHTepHeTa.
o http://www.saferunet.ru/
Ha cante «LleHTp 6e30nacHoro nHtepHeta B Poccnun» nonesHasa nHdopmaums
ONS AeTen, NoApPOCTKOB U B3POC/bIX.
o https://mBa.pd/document/1910260
NHTepHeT-MoweHHnYecTBO. NamMaTtka MB/[ anga rpakaaH.
o JInHnSa noMouwim «[leTn oHJanH» — 6ecnaaTHass BCEPOCCUIMCKAs
cnyxb6a TenedoHHOro M OHJaMH KOHCY/IbTUPOBAHUSA A1 AETEN N B3POC/bIX
no npobseMaM 6e30nacHOro UCNoab30BaHUA MHTEPHETA U MOBUILHOW CBSA3WU.

o Fopayas JinHna PoHaa Apy>XECTBEHHbIN PyHET

. depepanbHag nporpaMmma 6e3onacHOro AeTckoro nHrepHerta [oryab
o NHTepHeT u aetn. CoBeTbl No 6e30nacHOCTU oT 1abopaTtopuu
Kacnepckoro

o MpaBuaa 6e3onacHoON paboTbl B MHTEPHETE OT KoMnaHuu Microsoft
. Ponvkn no 6e3onacHOMY UCMOJAb30BaHUIO MHTEPHETA OT KOMMaHUMU
Google

. MeToanyeckoe pykosoacTeo "[ecTpyKTUBHOE BO3AENCTBUE Ha
NNYHOCTb B ceTn "UHTepHeT"

. MNamaTtka no rmbepbesonacHoCTn AN HECOBEPLUEHHONETHUX

. PoJib 1 MECTO 3allnThl MNpaB cybbLEKTOB NEPCOHANIbHbIX AAHHbLIX B

obecneyveHnn knbepbesonacHoCTn
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http://gogul.tv/
http://www.kaspersky.ru/keeping_children_safe
http://www.kaspersky.ru/keeping_children_safe
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https://int-nadezhda.edusite.ru/DswMedia/kiberbezopasnost-.pdf

